IIucema B MIATD, Tom 82, Brim. 12, c. 868 —873

© 2005T. 25 meraGpa

O KackaJHOM MeToj/ie KOPppPeKIUU OMnuGoK
B MEepPBUYHBIX KJIIOYaX B KBAHTOBOI KpumnrTorpaduu,
coxXpaHAIeM KoHpUAeHIIMalbHOCTD

A. B. Tumogees™, C. H. Morotkos™*

+ daryapTeT BeIuHCAHTENBbHON MaTeMaTHKH M kKuGepHeTukH, MI'Y um. M. B. JlomoHocosa
119899 MockBa, Poccua

*UHcTHTYT pusuku TBephoro tejaa PAH, 142432 YepHoronoBka, MockoBckaA 06.1., Poccua

Iloctynuna B penakuuio 27 oKkta6pa 2005T.

IIpenmnoskeH o6uuii MeTOX coXpaHEeHUA KOHOUAEHIMATLHOCTY IPY KOPPEKIIMK OMNGOK B IEPBUYHBIX KIIOYaX
B KBaHTOBOM Kpunrorpaduy dyepe3 OTKPBITHIN KaHal cBA3W. Ha mpumepe KackagHON NpoLeAyphl UCIIPaBIeHUA
omuGoK omycaH MeTOA yCTpPaHeHWA WH(opManuy, BHIZAHHON B OTKPBITHIM KaHal CBA3M B pe3ylbTaTe “dUCT-
kn” kmoua. HaiineH kpuTHYecKHil MpoIeHT omMMGOK JIfA KBAaHTOBOr'0 KpuITorpadudeckoro nmporoxona BB84,
JI0 KOTOpOi KackagHbIH MeToJ KOpPpPeKIuM omu6oK ¢ BbIGpachlBaHMEM rapaHTHPYeT CEKPETHOCTh (pMHAILHOrO
kmoya. IlpengnoxeHHbIil cnoco6 ycTpaHeHHA MHGOpMAanuM, BBINAHHOM B OTKPBITHIN KaHal CBA3M, ABIAETCH
JIOCTaTOYHO OOMMM M MOeT GbITh MCIOIb30BaH JIA MHOTMX IPOTOKONOB “YUCTKK” INEePBHUYHBIX KIIOueil B

KBaHTOBOI1 Kpunrorpaduu.

PACS: 03.65.Bz, 03.67.Db

KBanToBas Kpunrtorpapua — cucTemMa pacnpepeie-
HHA CEKPETHBIX KII0Yell MeM Iy NPOCTPaHCTBEHHO yJa-
JeHHbIMHU MO0Jb30BaTelAMH — [03BOJIAET IepelaBaTh
RJIIOYH 10 OTKPBITOMY KBaHTOBOMY KaHany cBfsu. Jlio-
60i1 KBaHTOBBII KpUNTOrpauUecKuil MPOTOKONI reHepa-
[[UM CEeKPeTHBIX Kilouyell BKIlO4aeT B ce0A TPU cTaguu
[1, 2]. TlepBas cragusa — cTaaud reHepanuy NEPBUYHBIX
KJIIoYeil — COCTOUT B Ilepeflaye KBaHTOBOMY KaHally CBfl-
31 KBAHTOBBIX COCTOAHUI U NpPOBeJEeHUIO U3MepeHUil Ha
NPUEMHOM KOHIlE TI0 ONpeJeleHHOMY NpoToKony. Pe-
3ynbTaTOM HU3MEPEHUIl ABIAETCA CTPpOKa OUTOB, KOTO-
pas, BooOile roeopf, oTIn4YaeTcA oT OMTOBOI mocueno-
BaTeILHOCTHU Ha nepeparomeM Koune. Ilocne nomyuenus
pe3yibTaToOB M3MeEpeHuil npousBoaAuTcA oOMeH HMH(POp-
manueil yepe3 OTKPBIThIN KiIacCMYeCKUi KaHall CBA3U C
[[elbl0, HANpPUMep, KaKk 3TO UMeeT MecTo AInA Hauboiee
pacnpocTpanenHoro nporokona BB84 [1], cornacoBanus
6a31CcoB U OIlEHKM BEPOATHOCTU OMIMOOK Ha NPUEMHOM
roune. Ilpu 3Tom yacTe GMTOBOIT MOCiENOBaTEILHOCTHU
pacKpbIBaeTcAl, U 3aTeM pacKpbIThble NO3UNUUA OTOpackI-
BaloTcA. B pe3ynbTaTe nepBoit cTaguu NpoToKona y Je-
TMTUMHBIX N0Nb30BaTenei (MMeHyeMbIX 00bIYHO Anucoii
u BoGoM) BO3HMKAeT MEPBUYHBINA KIIOY.

Jlio6as cuctema KBaHTOBOI Kpuntorpaguu rapaHTu-
pyeT CEeKpPeTHOCTb KJIOYell, ecliy NMpPOIEHT OMmUOOK Ha
NPUEMHOM KOHIlE HE NpPEBBIMIAeT HEKOTOPOI KpUTHYec-
Koit BennumHel [3—5]. B mporuBHOM ciyvae mpoTokoa
npephIBaeTCA.

B woHue mepsoit craguu noaciymuBaTtelb (0GbIYHO
EBa) ymxe Mmosmer uMeTh!) HekoTOpyiO MH(pOPMAIHMIO O
NEPBUYHOM HKIIOYE, KOTOPYIO OH MOMKET MONYyYUTh U3
KBaHTOBOI'0 KaHalla CBfi3U BO BpeMf Nepejayl KBaHTO-
BeIX coctofHuii. Ilocnenyromue o6MeHb! nHPopManueit
JeruTUMHBIX NOJb30BaTeseil uepe3 OTKPLITHIN Kiaccu-
YeCcKOl KaHall CBA3U He MOI'YyT YBelIUYUTh UHGPOpMaIuio
NojclylInBaTels 0 NEPBUYHOM KJIOUYe, MOCKOJIbKY pac-
KpBbIThIe NMO3UNNU 0TOpachIBalOTCA.

Bropasa cTaguA mpoToKoNa 3aKIIOYaeTCA B KOPPEK-
nuu omunboK nocpeacTBOM o0MeHa Kiaccuueckoit nHPop-
Manueil yepe3 OTHKPBITBIM KIacCUYECKUIl KaHal CBA3M.
UcnpaBnenue omuGox Ha NpUEMHOM KOHIlE, MO CBoOei
CyTH, AIBIAETCA Kiaccudeckoit mpounexnypoii. IIpunnu-
nuanbHOe OTIHUYME BTON Mpouefypbl OT OOBIYHBIX Me-
TOJOB KOPPEeKIUHU OMKNOOK B KIacCUYECKOll Teopuu UH-
(¢opManuy COCTOUT B TOM, YTO OHA MPOBOJUTCA MEMKIY
[IPOCTPAHCTBEHHO yJaleHHbIMU NOJb30BaTelAMHU, U BCA
BcIoMorarteibHasa KWHGpopManuf, nepeiaBaemMas IO OT-
KpBITOMY KaHally CBfI3H, CUMTaeTCA U3BECTHOI MOACIY-
muBaTento. ['naBHoe TpeGoBaHUe K Npolenype KOppeK-
MY OIIKMOOK COCTOUT B COXPaHEHUU KOH(pUIeHIanbHOC-
Tu. WHaue rosops, B pe3ynbTaTe UCIOpaBleHUA OUINGOK

1B aHHOM KOHTeKcTe “MoxeT” o3HauaeT clenylomee. Boobme
roBopA, MOJCIYIMHUBaTElb MOMKET NoiydaTb HHpopmanuio o bu-
HallbHOM KIIOYe Ha camoil nocijefHeil cTaguu, Korja 3aKoOHYaTCA
Bce BcnioMorarelbHble 060MeHbl KilaccuuecKoil nHdopmalueid Me-
Iy JTeriTUMHBIMHU TNO0Jb30BaTelAMHU, COXPaHAA, HalpuMep, CBOU
KBaHTOBbIE COCTOAHUA B KBAHTOBOW NaMATH.
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MoJcayliBaTelb He JoJ#eH yYBeINYUTh CBOIO MHPOpMa-
1o 06 “ounineHHoOM” KiIIOYe, KOTOPYIO OH MMeJ N0 3TOok
craguu. Ilpu 3ToM yacTh GUTOB B NEPBUYHOMN MOCIENO-
BaTelbHOocTU Anuce u Bo6y nmpuxoautca orGpachiBaThb.
BTopoe TpeGoBanue oTHocUTCA K 3G HEKTUBHOCTH MPO-
eaypbl, U COCTOUT B TOM, UTOObI “OUMINEHHBIH” KIIOY
ocTaBalcAl Kak MOKHO OoJblIeil ANKUHBI.

Crtporo roBopsf, BeIMYMHA KPUTUUECKOH OMUOKU, 10
KOTOpOit NpPOTOKON ofecreuynBaeT CEKPETHOCThL KIIOYeil,
3 (PeKTUBHOCTL NpONEeNYyPhl KOppeKuun omuboK B mep-
BUYHBIX KIIOYax, ANKMHA (UHAIBLHOr'O KIlOYa TeCHO B3a-
HMOCBfi3aHbl MemIy coboii. Hampumep, MarcumanbHO
IomycTUMAas BelMYMHA KpUTHYecKoi ommbku 11% nna
npotorona BB84 gocturaercs npu KOppeKINH OMINGOK
IIpY MOMOIIY CIyYailHbIX KOJOB (LIEHHOHOBCKUIA pejen
[6]), KOTOpBIE He ABIAIOTCH KOHCTPYKTUBHO peanusye-
MBIMH, NOCKONbKY TPeOyIOT 3KCIOHEeHNHNalbHO GONbIIo-
ro Habopa KOJOBBIX CIOB IO JiuHe GUTOBOI NMOCIer0Ba-
tenbHocTu. Ha cnydvaifHBIX KOJOBBIX CJIOBax OCTHUIra-
eTcfl MAKCUMYM MHHUMAalbHOI'0 KOJOBOr'0 PacCTOAHUA.
B sToM cnyuae, mpu mocneroBaTENbLHOCTH JOCTATOUHO
Gonbioi AnuHb! (OpPManbHO IPU N — 00) ¥ BEPOATHOC-
TU omuOKM, MeHbllle KPUTUYECKOI, BCA NauHa 6GUTOBOI
IoclieloBaTelbHOCTH IOCie HCIpaBleHUA OWKO0K Mo-
#eT ObIThb NMPUHATA KaK (PUHANBLHBIA CEKPETHBIN KIIOY.
Ecnu nna xoppekuuu omwuGOK KUCNONB3YIOTCA KOABI, Ha
KOTOPBIX JNOCTUTaeTCA rpaHUIla CKOpPocTH BapiramoBa—
T'uabGepta [7], TO ZONyCTUMBIA IPOLEHT OMNOOK He Ipe-
Bbimaet 7.5% [3—5]. B aToM cityuae nocie ucnpaieHud
omKMOGOK BCA NOCJIEN0BaTEIbHOCTL TaKke MOKeT ObIThb
MpUHATA KaKk (UHANLHBIN CEeKPEeTHBINM KIIOY.

Hcnonb3oBaHWe KOHCTPYKTUBHBIX KOJOB NpPU KOp-
peknuu omuGoK ABIAETCA UCIPaBIeHUeM OMIUGOK “Bre-
pex”, B TOM CMbICe, UTO B 3aBUCHMOCTH OT HaGImio-
JlaeMoro npoueHTa omunOoKk BeibupaeTca Habop KOJOBBIX
CIIOB, KOTOphle OTKPBLITO aHOHcupyloTcA. McnpaBneHue
oIKO0K Ha NPUEMHOM KOHIle IPOMCXOJUT 10 BbIYUCJEH-
HOMY cuHApomy. IIpu 3ToM KpUTHUYECKUIT TPOLEHT OLIU-
60K, O KOTOpPOro MPOTOKOJ rapaHTUpPYeT CEeKPeTHOCThb
IjeJIo¥ yicnipaBleHHO# GUTOBOH MOCIeJ0BaTENIbHOCTH, 3a-
BHUCHUT OT u30bITOYHOCTH Koja. [Ipu Takom moaxozne Kpu-
THYECKYIO BeJIUUYNHY OUUOKY IPUXOJUTCA M1 KasKA0T0
KOJla BBIYUCIATEL 3aHOBO.

IIpakTuuecku Gonee ymoGHBIMU OKa3bIBAIOTCA HTE-
palnroHHbIE NPOLEeAYyPhl UCIPaBIeHUA omNO0K, KOTOpbIe
CBOJATCA, B TOM WJIU MUHOM BHJE, K BbIYUCIEHUIO UET-
HOCTell pa3iMyYHbIX NMOJMHOMECTB IEPBUYHOIO KilOYa 1
JIBYCTOPOHHEMY 00MeHY MH(PoOpManueil 0 HUX 0 OTKPhI-
TOMY KaHaly cBfi3u. IlIpu 3TOM 4eTHOCTHU 3TUX NMOJMHO-
J{eCTB CTAHOBATCA WU3BECTHHI noacnymusarenio. Ecmu
onpeneleHHLIM 06pa3oM BbIGpackiBaTh HEKOTOPbIE GUTHI,
nu6o B mpouecce “yuctTru’, 1160 Mocie ee 3aBepUIEHNA,
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MOJCIYIINBATENb HE CMOKET NONYUUTh JONOIHUTENbHOM
nH(opManuy Mo cpaBHEHUIO C TOH, KOTOPYIO OH UMEI 10
npolenyphbl KOPPEKLUU OMUGOK.

TpeTba cTagud NPOTOKONa — YCHUIEHHE CEKpPeTHOC-
Tu unu cxarue (privacy amplification) “oumimennoro”
rmoua [8]. Ilocne roppeknuu omuGok u orGpackiBa-
HUA 4YacTW OUTOB y NErMTUMHBIX NONbL30BaTelnell ocTa-
ercA GUTOBafd CTPOKA MeHbIlelt nnuHbl. WHbopmanus
nojcnyunBaTend o6 3Toil CTPOKE OrpaHUYeHa UCXOTHOM
nHpopManueit, KOTOPYIO OH MOT' NMONYYUTb U3 KBaHTO-
BOro KaHajia cBA3u. TawruM o6pasoM, eclii BO3MOMHO
HaliTH HaJeHYIO BepXHIOIO rpaHuLly HUHGOpPMaLuH, Ko-
TOPYIO MOACIYUIMBATENb MOMKET MONYUYUThH M3 KBaHTO-
BOT'0 KaHalla CBA3U, TO 3T0 Gbl KOHCTPYKTHUBHO pelIalo
npo6ieMy K3BI€YEHUA CEKPETHOr0 KIi04Ya M3 NepBUY-
HOit GUTOBOI MNoclefoBaTelbHOCTH. ITa HHpopManua
MOKeT ObITb yMeHbIlEHa JO0 SKCIOHEHIHMalbHO Maloi
BENUYMHEI 10 BEIGPAHHOMY NapamMeTpy CEKPEeTHOCTH Iy-
TeM cKaTuf (XAUMPOBAHUA HPY HOMOILU OSHOPOSHBIX
yHMBepcalbHbIX QYHKIMIA BTOoporo poaa [8, 9] “ouniues-
Horo” Rioua).

Kacranusii MeTox KOppeRnuu omrn6oK
(CASCADE). HauGonee mnpocrag HTepalnuoOHHaA
npoueaypa KOppeKHHMH OMHUGOK — 3TO GHCEKTUBHBIM

NOUCK OmMUGOK, KOTOPBIN CBOAMTCA K pa3GHEeHMIO mep-
BUYHOTO KIIOYa HaA ClIydYaliHble HemepeceKalolmueca
6JIOKM ¥ BBIYMCIEHMIO YeTHOCTel 3TuX 6iaokoB. YeTHoc-
TU MHOMECTB CPaBHUBAIOTCA KaKk Ha MPUEMHOM, TaK U
Ha MepejarolleM KOHIle yepe3 OTKPbIThIM KaHan. Ilocne
pacKphITUA YETHOCTH KaKOro-mu60 MHOMEecTBa OANH
13 clydaiiHo BbIOpaHHBIX GUTOB oTOpackiBaeTcA. Ilpu
HECOBMAJEeHUM YETHOCTEN pa3Mep 6ll0Ka yMeHbIIaeTCA
BIBOe U mpoliecc noBTopAeTcA. [lockonbKy GIOKM He Te-
peceraloTcA, TO BeiGpackiBaHNE GUTOB He MPeACTaBIAET
Tpyna. Takaa mpoluegypa coXxpaHfeT KOHPUAEHIUATb-
HOCTH — NOACITYIINBATENb He MONyYaeT AOMONHUTENLHOM
uHpopManuu npu “yrMcTre” mepBUUHOro Kiova. OnHa-
KO Taxaf npolenypa KpaiiHe HeadPeKTUBHA, TOCKONbKY
ocTaeTc AOCTATOYHO Malo 6utoB B “ouniieHHOM”
Kioue (Hanpumep, npu BepoaTHocTu owubku B 10% B
NEePBUYHOM KJIoue B “OUMINEHHOM” KiIOuYe ocTaeTcA He
6osee 10% ot ucxonHoit mmnm).

HauGonee 3p¢eKTUBHBIM, B CMbICIE JIUHBI “OYU-
IIEeHHOT0” KJI0Ya, Ha CErOAHAIIHUI IeHb, 10-BUIUMOMY,
AIBIAETCA KacKaqHbIM MeTOo]] KOppeKIUM OMUNGOK, Tpe-
JI0KEeHHbIN B [10]. B ucxoaHoMm BapuaHTe KacKaJHOTO Me-
ToJa OMThl YETHOCTH OTAENbHBIX U, B 00LIEM Cliyuae, ITe-
PpeceKarouXCA NOJMHOMECTB 3allOMUHAIOTCA U UCMOJNb-
3YIOTCA Ha CclegyomuX npoxogax. B mpouecce paGoThl
MeToJa HUKaKue GUTHI He BbIOpAChIBAIOTCA, IOATOMY Me-
TOJ He coXpaHAeT KoHPUAeHNHalbHOCTh. OIEHUThL WH-
¢opmanuio, KOTOpPYIO NONYyYaeT NOACTYIINBATENL, KOT[a
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pacKphIBaloTcA GUTHI YeTHOCTU Habopa nepeceKalolUX-
cfl IOJMHOKECTB, KOTOpbIE BOBHMKAIOT Ha pa3HbIX MPO-
Xo0Jax, TOCTaTOUHO cloHOo. Jo cux nop, HacCKONbKO HaM
WU3BECTHO, NOJHBIN aHaAIU3 He BbINOIHEH.

CoxpaHUTh KOHQUIEHIIUATbHOCTh U 3 (PEKTUBHOCTD
MeToJla MOKHO, €Cld B KOHIle “YUCTKM’ NepBUYHOIO
KiIroya orbpackiBaTh HEKOTOPOE KonuyecTBO GutoB. Ilo-
CKOJILKY BO3HMKAOLMe Ha KaJ0M [IpoXojJe MHOKeCTBa
61TOB NEpeceKaloTcA, TO Mpollefypa BhiGpackiBaHUA He
AIBNAIETCA TPUBUANBLHOMN.

B naummnoit pabGoTe mpemnaraeTcA MPOCTO# perynsap-
HBIIT croco6 coxpaHeHUA KOHPUAEHINATbLHOCTH.

Buauane nna ynoGcTBa mpuBejeM onucaHue KacKam-
HOro MeToja Koppeknuu omubok 6e3 BriGpachIBaHUA.

Anroputm CASCADE 3arniouaercA B HECKONBKUX
mpoxojax no mepBuuyHoMmy Kaiouy. Ha rammom mpoxojne
KIIIOY clry4aiiHeIM 00pa3oM pa3buBaeTcA Ha GIOKM ompe-
JE€eHHOT0 pa3Mepa ¢ NOMOIbIO BCIIOMOraTeNbHbIX X3III-
(pyHELMH, U B 3TUX 6lI0KaX UIIYTCA OMMOKY MO ONUCaH-
HOMY HM:e anroputmy. KomudyecTBO NpoxoJoB U pa3Mep
6JI0KOB oONpefelAIOTCA 3apaHee [0 BEPOATHOCTU OLIKO-
KU B IepBUYHOM HKilfo4e crnoco6oM, onucaHHbIM B paboTe
[10].

HKamapiit mpoXox cOCTOUT U3 CNEIYIONUX [IaroB.

1. Buauane rkiiou pas6uBaeTcA Ha GIOKHU C TIOMOIILIO
xam-QyHKOuKM: B OJOK m BXOJAT Te OUTHI, A HOMEPOB
KOTOPBIX BBINONHAETCA paBeHCTBO fi (1) = m. Oyuruus
BrIOMpaeTcA U3 Kiacca YHUBEPCAIbHBIX X3MI-QYHKIUN
[9].

2. Nanee Anuca u Bo6 BbIUMCIAIOT YETHOCTU CBOMX
6/I0KOB U cpaBHUBAIOT UX. Eciu yeTHoCTH Kakroro-mu6o
6norka y Anucel u Boba He coBmagaioT, 3HAYUT B 3TOM
6II0Ke eCTh HEYETHOE YUCIIO OMKUG0YHBIX 6UTOB. B TakoM
6more Anuca ¢ Bo6om MoryT HaiiTu omMGKY GMCEKTHUB-
HbIM nouckoM: Anucac Bo6om penat atot 610k nomnonam
Y CPaBHUBAIOT YETHOCTH MEepBOii nonoBuHE! 6noka. Ecnu
OHU COBINIalalOT, TO BO BTOPOIi MOJNIOBUHE 0CTANIOCh HEYET-
HOe YKCNo omKG0K, B IPOTUBHOM clyuyae HEUETHOe YHUC-
1o omun6Gor uMeeTcA B nepBoif yactu. llonoBuHa Gioka
¢ omubKaMu CHOBa JeNUTCA NOMoJaM, U TaK NPOJONKa-
eTcAl 0 TexX Iop, Noka oumubKa He OyAeT JOKalu30BaHa,
toraa Bo6 ucnpaBnfeT 3HaueHue omubGouHoro Gura.

3. Ha npoxopmax, HauMHafA co BTOpPOro, HailJeHHYIO
OIKOKY MOMHO HCIONb30BaTh ANA HaXOMIEHUA NPYyTrUX
ommnGok. O6o3HaunM Homep GuTa c omubKoil i, a HO-
Mep npoxofna k. BUT ¢ HomepoM i mpUHaANex AN KakUM-
To GIOKaM Ha NpeABIAYUINX Npoxojax. Y KamJoro us
3TUX GJIOKOB Temepb U3MEHUIACh YETHOCTb, TaK YTO B
HUX MOKHO HaiiTu omubKU TeM e MeTofoM. CocTaBuM
U3 3TUX GI0KOB MHOMecTBO K, BRIGEPEM M3 HTOr0 MHO-
secTBa OfMH OIOK M HaiiieM B HEM ellle OJHY OMIMNORY.
IIycTe HOMep GuTa c omubKOitl j, a MHOMECTBO GJIOKOB,

cofep:aimux 3ToT 6uT, — M. Temepb HeueTHoe UMCIO
omu6oK coaep:;kaT Bce OIOKM, KOTOphle coiep:kaT OUT
j umm i, Ho He o6a BMecTe. CocTaBUM HOBOe MHOHeC-
T80 K* = MVK, paBHOe CHMMETpPHYECKON Pa3HOCTH
muoxecTB K u M. Haiigem omubry B GloKe M3 3TOrO
MHOKECTBA. JTOT INPOIECC MPOJONMKAETCA JO TeX Iop,
NOKa HOBOEe MHOeCTBO /C HE CTaHeT MyCThIM.

IIpakTUka NOKa3bIBa€T, YTO NOCTATOUYHO YETHIPEX
[IPOXOJIOB [0 KJIOYY, YTOObI BBIYMCTUTH BCe OWIKOKU B
nopasafomeM GonbmuHCTBe ciay4yaeB. UTo6nl yOequTh-
cf, 4YTO Bce omMNOGKYU HCIpaBIeHbl, cocTaBuM N ciyudaii-
HBIX MOAMHOMECTB GUTOB KIlOYa U CPaBHUM UX YETHOC-
TU. BepoATHOCTH TOr0, YTO KIIOY ¢ omuOKaMu npoiiieT
TaKylo IpoBepKy, paBHa 2V,

Hupopmanua, wnsBectHaa moicmymuBaTtedio. Pac-
CMOTpPUM, KaKylo MHGOpPMALUIO 0 KiIIoYe MONYyYUT MOJ-
CIyluUBaTeNb B pe3ybTaTe paboThl Kackana. Kak o6bry-
HO B KBaHTOBO#l Kpumnrtorpaguu, 6yaeM cuuTaThb, 4TO
NOJCIYIMINBATENI0 KU3BECTHBI X3M-QYHKIMU U Booblie
Bce mapaMmeTphl paGoTel mpoTokona. Toraa Ha KamaoM
[Ipoxojie OH y3HaeT OUThl YETHOCTHU ANA OJIOKOB IIIOC Ha
Kam Iyl HafileHHYy10 omuGKy OoH momydaeT log(pasmep
6J10Ka) OUTOB UETHOCTH NMOAMHO;ecTB OjoKka. Bioku Ha
OJIHOM IIPOXOjie He NepeceKraloTCs, KaMa0e NOJMHOMECT-
BO, MONyUEeHHOE B pe3yJIbTaTe NOUCKA OMNOKY, HETUKOM
BIOEHO B KaKoe-TO U3 APYTUX MOJMHOeCTB nubo B
Gnox uenurom (puc.1)

Puc.1

B pesynbTaTe mpoBepkM HKIIOYa packKpbiBaeTcd eie N
6utoB ueTHocTu. MTOro, BcA uHpopManus, KOTopoit 06-
lajaeT MOACIyLINBaTelb, — 3TO HEKOTOPOEe KONUYECTBO
6UTOB YeTHOCTU NMOJAMHOMECTB KIIOYa.

CoxpaHeHne KoH(puAeHHHaTbHOCTH. Eciu ecTb eams-
CTBEHHOEe MHOMECTBO, [AlIf HKOTOPOro H3BecTeH OuT
YeTHOCTU, OT 3Toi MHPopMauuu MoHO K30aBUThCH,
yAanuB M3 3TOro MHOMecTBa a106oit 6ut (npm ycioBuw,
uyTO 3HaueHud 6uta 0 u 1 paBHOBEPOATHBI), MOCKOIbKY
pasHbIM 3HaueHUAM OuUTa COOTBETCTBYIOT pa3HbIe
yeTHocTU. IIpeamonomum, y Hac ecTb ABa MHOMECTBA,

OHO U3 KOTOPBIX BIOMEHO B ApPyroe (CM. puc.2).
L |
L |

Puc.2
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O‘-IBBPI,HHO, 3HaHNe ONTOB YETHOCTU HSTHX MHOMECTB
JKBUBAJEHTHO 3HAHUIO YETHOCTE TaKUX MHOMECTB

(puc.3).

Puc.3

Temneps IOMyCTHM, YTO y HAc eCThb HaGop nepeceKaio-
wuxca MHomecTB M (puc.4).

Puc.4

TpebGyerca HaiiTu Taroii HaGop 6uToB B, uT00BI NOC-
lle ero yjJalneHusa ucyesna BcA MHPOpPMALUA 0 YETHOCTU
3THUX MHOMECTB. JTO O3Ha4aeT, 4To, nepeGupan 3Haue-
HUA GUTOB B, M0MHO MOTYyYUThH BCe BO3MOKHBIE 3Ha-
yennn uetHocteii M. Tawoil HaGop cymecTByeT (Ha-
npumep, Bce GUThI), HaiileM MUHMMAIbHBIA U3 TaKMX
Hab6opoB. WM3meHaa 3HaueHue omgHoro 6uTa, MbI M3Me-
HAIEM YETHOCThb BCEX MHOMECTB, COAEPKALIUX STOT GUT.
CoctaBuM anA kamjaoro 6uta B; 6uToBbIi BekTOp V;, B
KOTOpOM OUT Vf paBeH equHule, eciu 6ut B; € M;:

i = (1,1,0,0),
V. = (0,1,1,0),
Vs = (0,1,1,0),
V. = (0,0,1,1),
Vs = (0,0,1,1),
Ve = (0,1,0,1),
v = (0,1,0,1)

N3mensns suaueHnA HECKOMbKUX GUTOB i1,. .. , ik, MBI
“3MeHfeEM YETHOCTb BCEX MHOKECTB, Y KOTOPBIX CTOUT
eInHNULA B IuHelHol KomOunanuu Vi, + ...+ V;, . Crue-
JOBaTEeNLHO, €CIM OJUH U3 BEKTOPOB V; ABIAETCA JH-
HeliHOit KoMOMHanueil APYyrux, TO ¢ HOMolkio 6uTa ¢
HEBO3MOKHO MOJNYUYNTh HOBble 3HaueHUA yeTHocTeil. To
ecTh B KauecTBe Habopa B M0 HO B3ATh OUThI, BEKTOPbI
KOTOphIX 00pa3yloT Gady BekTopoB V.

HaiiTu 6Ga3y Mo HO, eClld COCTaBUTb M3 BTHUX BeK-
TOPOB MaTpHlly, U NPUBECTU ee K CTyNeHYaTOMy BULY
MeTonoM ['aycca, Ho BHayale MU3MEHUM HEMHOro HaGop
MHOs4ecTB M ¢ 1enbio yMeHbIIEHUA KOMNYecTBa eJUHUI
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B marpulle. Bo-nepBrIX, BIKMHEM Bce NOBTOpAIOLINECA
BEKTOPBI:

i = (1,1,0,0),
V. = (0,1,1,0),
Vs = (0,0,1,1),
Ve = (0,1,0,1).

Kasmpapiit HaGop MHOECTB, NONYYEHHBbI B pe3yiabTaTe
IOKCKA OHOM OMWGKU, MOKHO NPEeBPaTUTh B HAGop He-
nepeceraromuXcA MHoMecTB (puc.5).

Puc.5

Iocne 3Toit onepanuu Bce MHOMKECTBa, NOIydYeHHLIe Ha
OIIHOM TpoXojie Kackaja He OyAyT NMepecekaThcd U, cle-
JoBaTelbHO, B Kam/JI0l CTPpOKe MaTpuIsl GyeT He Gojee
ueThIpex 6uToB (He cuutaa N npoBepounsix). Jlna Ha-
iero npumepa nonydaerca (puc.6).

M

L 1 0
I — R Ml

1 ] M2

L 1 M3

Puc.6

U, coorBeTCTBEHHO, BEKTOPHI

i = (1,0,0,0),
V. = (0,1,1,0),
Vs = (0,0,1,1),
Ve = (0,1,0,1).

YnopAgouuM MHOKeCTBa M0 BO3pacTaHMIO UX MOIIHOC-
Tei:

|My| < |Ma| < ... < |Mpyl,

%1 (1,1,0,0),
V. = (0,1,1,0),
Vs = (0,0,1,1),
Ve = (0,1,0,1).
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Tenepb MaTpuULy MO#HO XpPaHUTh B pa3pe:eHHOM BHJe,
u Metop 'aycca norpeGyeT HAMHOro MeHbIlle Onepanuii.
Ilocne metona INaycca nonyuaem matpuny

i = (1,1,0,0),
V. = (0,1,1,0),
Vs = (0,0,1,1),
Ve = (0,0,0,0).

W 3HayuT, NOCTaTOYHO BRIKMHYTH TP OUTa ¢ HOMEPAMHU
1,2 u 4.

Crenenp cxartua “ounmmenHoro” wriaoya. CreneHb
caTuA “ouMIIeHHOro” Kiloda 3aBUCUT OT 3(Q(PeKTHUB-
HOCTH TpOLielyPhl UCTIPABIEHNA OMKOG0K, TOUHEE, OT U3-
6b1TouHOCTH. Mcnonb30BaHUE CTYyYaHBIX KOJOBBIX CIOB
(IeHHOHOBCKMI Tpefen) MO3BONAET MOLYYUTh MaKCH-
MallbHOe KoIu4ecTBo 6uT mHpopmanuun — nH(Q) (n -
nnuHa nocnefoBatenbHoctu, H(Q) = 1+Q log(Q)+(1—
- @)log(1 — @), @ — BepoaTHocTh omubrm). CooTBet-
CTBEHHO, N30bITOYHOCTD ciy4aiiHoro Koga n(l — H(Q)).
IllenHoHOBCKMIT ciydaiiHbIil Ko oOlajaeT MaKkCUMalb-
HBIM MUHMMAalbHBIM DPacCcTOAHUEM (MUHUMAILHOW U3-
GBITOYHOCTBIO) MO CpaBHeHWIO ¢ Apyrumu. Hcnpasie-
HUe omuGoK M06LIMY APYTUMU NPOLEAYPAMU IPUBOJUT
K Oonbieit M36bITOYHOCTH. [ pyrumu clloBaMu, pacKpsl-
Tasg HHpopManuAa B OHTax NpU KOpPpPeRIUU OoUUGOKR He
MoeT ObITh MeHbline, yeM n(l — H(Q)). Yewm Gounb-
e U36hITOYHOCTh KOJA, UCIPABIAIOIEro OMUGKU, TeM
MeHblIle [AI1Ha GUHATBHOrO KII0Ya, a TaKMe TeM MEHb-
e KpUTUYECKanA BelUYUHa OMUGKHU, J0 KOTOPOii rapas-
TUPYEeTCH CEKPETHOCTh KI0Ya.

Ha puc.7 ana cpaBHeHus npuBefeHa U3GBITOYHOCTh
IMf UIEHHOHOBCKUX CIY4YalHbIX KOJOB U MpPOLEAYPhI
CASCADE c BriGpacbiBaHUEM.

Bocnonbsyemcsa chnegctBueM u3  (QyHIAMeEHTAalb-
HOWl Teopembl 00 ycuneHuu cexpetHoctd [8]. Ecam
E:{0,1}™42 — {0,1}' - npousBonbHaa QyHKUUA,
onuckIBaiomasn crpareruio EBbI B TOM cMBICIE, YTO A
MPOU3BONbHONU CTPOKM OUT ANUHON n4p EBe mM3BecTHO
He Gonee t 6utT. 3gech nyap — 6GuUTOBaA cTpoKa y
Anucer u Bo6a nocne ucnpaBnenusa omubok. Ilycts s —
napameTp cekpetHocTd (s < map — t). Hanee myctb
G : {0,1} — {0,1}" — yHuBepcanbHasa OXHOpPOAHAA
GbyHRUMA X3MWKpoBaHMA BTOporo poaa [9, 8], kKoropas
cama fiBnfeTcA ciyydaiioit Benuuuboii. Torga B3aumMHuas
unpopmanua Eser o cesperHom mimwoue K = G(X) ue
MPEBOCXOUT

I(K;GZ) < 2°/In2. )

Iycts Z : {0,1}% — ctpora EBbl, cornacoBaHHas co
CTPOKOI IEerMTUMHBIX MONb30BaTeleil X, B TOM CMbIC-
Jie, UTO 3TA CTPOKA MOr/Aa MPOM30UTH U3 cTpok X Kak

1.0
0.8
0.6 Shannon random code
] - H(Q)
! i Discarded parity bits
0.4 i : Hcascade(Q)
02| Opened i7"
parity bits i i
i L E 1
0 0.0890.11 0.2 0.3
0.1
0

Puc.7. Koppekuus omutor merogom CASCADE c Brifpa-
chIBaHMEM NIPOBOAMIACE HA MOCIEJ0BaTEILHOCTH JINHOI B
10* 6ut

Z = E(X). Hawa uenb Gyner cOCTOATH B BhIYMCIE-
HUU JUIMHBI QMHAIBHOIO KiloYa 7, 0 KoTopoM EBa numeer
AKCIOHEHIMANbHO Malyio uHopmanuio no s. Jud atoro
notpebyerca 3HaHue auTponuu PeHsu BTOpOro poaa, Ko-
TOpaf B CBOIO OYepe[b BhIpajkaeTcHd yepe3 BEPOATHOCTH
KOJLIU3UM.

lna wBanToBOM Kpunrtorpapum (mporoxon BB84)

EBa momer pasnnuuTh He Goiee 2n Y crpok (C(p) —
KllaccUyuecKasn MPONyCKHAasA CNOCOGHOCTL KBAaHTOBOIO Ka-
nana ceazu [11]) u3 obmero MuokecTBa 27 cascapn(@) —
qKclia BO3MOMHBIX cTPOK y Anuce! u Bo6a nocie ucnpas-
nenus omubor npounenypoit CASCADE. Jlpyrumu cio-
Bamu, nag = nHcascape(Q) — anvHa GUTOBOM CTPOKH,
KOTOpas ocTaeTcA Mocie UcIpaBleHns oUUGOK MpoLey-
poit CASCADE c BriGpachiBanueM (n — AIUHA CTPOKU
10 UCTIpaBleHUA OMKGOR).

VYcnoBHas BepOATHOCTL OMNpeNeNnseTcA OTHOIIEHUEM
obwiero yucia CTPOK K YMCIy obnacTeil IeK0AUPOBaHUA
y EBbI:

C(p)

2"
9nHcascape(Q)

=27TL(HCASCADE(Q) - Cé") ) =a,.

(2)

®daxrtnueckn 1/a, — gonsa cTpor Tarux, yro z = E(X).
To ecTb ¢ Kamgoit yacTuuHOI cTpokoii EBbI cormiacoBa-
HO MHOKECTBO CTpPOK, AuKTyemoe ¢opmymnoii (1). dua
BEPOATHOCTU KOJIM3UI MOIyYaeM

PX|Z=2)= )

X:{2=E(X)}

Px|z-.=

2 —
PX|Z=z -

%)y _ 1,

aaz' (3)

— 9—n(Hcascape(Q)—
durponus Penbu BTOporo poja paBHa
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R(X|Z=2)=—logP.(X|Z =2) =

=n (HCASCADE(Q) - @) . (4)

CornacHo Teopeme 06 ycUIEHUM CEKpPeTHOCTH [8], Haxo-
OUM

H(K|G,Z =z2) >r—2""BXIZ=2) /In2 > 7 — 27 /a_In2.
(5)

llna B3auMHO# MHpOpMaNMU Me#Ty cTpokamu EBbl u
CeKpeTHbIM KiouoM y Aaucel u Bo6a, ¢ yuerom Toro,
ut0 Pz(2) = 1/27C(0)/2 = 2-nHcascaps(Q) /g umeem

I(K;GZ) = H(K) - HK|GZ) <

<r— Y Pz(2)HK|G,Z=2)<

z€{0,1}*
2"‘
< Z azzanCASCADE(Q) —
ey a,In2
— 2—nHCASCADE(Q)+t+’I‘/1n2 — 2_3/1n2. (6)

Cerpernslit kmou K = G(X) € {0,1}", anuna rotoporo

W),

- @

r=n (HCASCADE(Q) -

Ilna nportokona BB84 C(p) = 1, mosTomy “umcrna”
nepBuuHoro rmioua npouenypoit CASCADE c BriGpa-
ChIBaHMEM 00ecleurnBaeT CEKPeTHOCTh HUHANTBHOTO KO-
ya, eciii MPOLEHT omKnGoK He MPEeBbIAaeT (QCASCADE
~ 8.9% (QcAscADE OmpenenseTcA KAk KOpPeHb ypaBHe-
uua Hcascape(Qcascape) = C(p)/2).

IIpu wmopperuuu OMMGOK CIYYAUHBIMU KOMOBBHIMH
crnoBamy (IIEHHOHOBCKMI mpegen) nporokon BB84 ce-

kperen 10 Q. ~ 11% (H(Q.) = C(p)/2).
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OnucaHHBIN MeTOJ coXpaHeHUA KOH(UAeHIHaTbHOC-
TU ABIAETCA JOCTATOYHO OOIIMM U MOMKET GBITh MCIONb-
30BaH Il APYTUX NPOLeJyp KOPPeKIUU OMUGOK.
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